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Vulnerability of Concentrated Critical Infrastructure: 
Background and Policy Options 



Summary 

“Critical infrastructure” consists of systems and assets so vital to the United 
States that their incapacity would harm the nation’s physical security, economic 
security, or public health. Critical infrastructure is often geographically concentrated, 
so it may be distinctly vulnerable to events like natural disasters, epidemics, and 
certain kinds of terrorist attacks. Disruption of concentrated infrastructure could 
have greatly disproportionate effects, with costs potentially running into billions of 
dollars and spreading far beyond the immediate area of disturbance. Hurricane 
Katrina in 2005, and Hurricane Ivan in 2008, have demonstrated this kind of 
geographic vulnerability by disrupting much of the U.S . energy and chemical sectors. 

Congress has been examining federal policies related to the geographic 
concentration and vulnerability of critical infrastructure. In the 109 th Congress, the 
Energy Policy Act of 2005 (P.L. 109-58) facilitated the construction of new liquefied 
natural gas import terminals in diverse ports. Provisions in the Pipeline Safety 
Improvement Act of 2006 (P.L. 109-468) require studies to identify geographic areas 
in the United States where unplanned loss of oil pipeline facilities may cause oil 
shortages or price disruptions. The 1 10 th Congress is considering additional policies 
which may affect critical infrastructure concentration. Prominent among these are 
legislative proposals such as H.R. 6566, H.R. 6709, S. 3202, and S. 3126, which 
would lift federal moratoriums on, or otherwise encourage, offshore oil and natural 
gas development outside the western Gulf of Mexico. 

Geographic concentrations of U.S. critical infrastructure typically have 
developed through some combination of market influences, including resource 
location, agglomeration economies, scale economies, community preferences, and 
capital efficiency. Congress and federal agencies also have adopted policies affecting 
the capacity and location of critical infrastructure, including prescriptive siting, 
economic incentives, environmental regulation, and economic regulation. Some 
federal policies have been developed specifically to address perceived threats to 
critical infrastructure. These influences often have been in place for decades, 
gradually driving critical infrastructure to its geographic configuration today. 

Some analysts may argue that little government intervention is necessary to 
alleviate geographic vulnerabilities of critical infrastructure because the private sector 
will adjust its practices out of its own financial interest. However, if Congress 
concludes that federal intervention is needed, it may employ a number of policy 
options to encourage geographic dispersion (including eliminating policies that 
encourage concentration ), ensure survivability, or ensure that effective infrastructure 
recovery capabilities are in place to mitigate impacts of concentrated infrastructure 
disruption. Addressing geographic vulnerabilities may call for a combination of 
options. Congress may also consider whether other legislative proposals with the 
potential to affect critical infrastructure development — directly or indirectly — are 
likely to relieve or exacerbate geographic vulnerability. The economic efficiency of 
public critical infrastructure and the efficient use of federal funds for infrastructure 
development may also be important considerations. 
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Vulnerability of Concentrated Critical 
Infrastructure: Background and Policy 

Options 



Introduction 

Critical infrastructure is so vital to the United States that its incapacity would 
harm the nation’s physical security, economic security, or public health. The federal 
government has a key role in helping protect the nation’s critical infrastructure from 
all types of hazards through programs of mitigation, preparedness, response, and 
recovery. Accordingly, Congress has a strong interest in the vulnerability of critical 
infrastructure to natural hazards, accidents, or terrorism. Since September 11, 2001, 
legislators, government agencies, and industry increasingly have been focused on the 
sources of infrastructure vulnerability and potential measures to address those 
vulnerabilities through operational changes and capital investment. 

When infrastructure is physically concentrated in a limited geographic area it 
may be particularly vulnerable to geographic hazards such as natural disasters, 
epidemics, and certain kinds of terrorist attacks. Whereas a typical geographic 
disruption is often expected to affect infrastructure in proportion to the size of an 
affected region, a disruption of concentrated infrastructure could have greatly 
disproportionate — and national — effects. A catastrophic ice storm in metropolitan 
Chicago, for example, would undoubtedly create local emergencies, but could also 
temporarily disrupt rail transportation and associated commerce throughout the 
country because Chicago is a major railway hub. Extended closure of the port of 
Long Beach, the largest port in the nation, would greatly harm California’ s economy, 
but could also disrupt vital supply chains for a number of national industries. 1 The 
social and economic impacts of geographic disasters are often difficult to quantify, 
but their costs can quickly run into the billions and can spread far beyond the area of 
the event itself. In 2005, Hurricanes Katrina and Rita demonstrated this kind of 
geographic impact by disrupting a substantial part of the national U.S. energy and 
chemical sectors, both heavily concentrated in the Gulf of Mexico. In 2008, 
Hurricanes Gustav and Ike have caused similar disruptions, renewing concerns about 
geographic vulnerability. 

As the nation’s responses to recent natural disasters continue, and as its 
homeland security activities evolve, Congress has been examining federal policies 
related to the geographic concentration and vulnerability of critical infrastructure. 
For example, in the 109 th Congress, the Energy Policy Act of 2005 (P.L. 109-58) 



1 Hall, P.V. ‘“We’d Have to Sink the Ships’ : Impact Studies and the 2002 West Coast Port 
Lockout.” Economic Development Quarterly, vol. 18, no. 4. November 2004, pp. 354-367. 
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facilitated the construction of new liquefied natural gas import terminals in diverse 
ports by granting the Federal Energy Regulatory Commission exclusive siting 
approval authority (Section 311). Provisions in the Pipeline Safety Improvement Act 
of 2006 (P.L. 109-468) require periodic studies to identify geographic areas in the 
United States where unplanned loss of oil pipeline facilities may cause oil shortages 
or price disruptions (Sec. 8(a)). The 1 10 th Congress is overseeing implementation of 
these measures and considering additional policies which may affect critical 
infrastructure concentration. Prominent among these are legislative proposals such 
as H.R. 6566, H.R. 6709, S. 3202, and S. 3126, which would lift federal moratoriums 
on, or otherwise encourage, offshore oil and natural gas development outside the 
western Gulf of Mexico. 2 

This report provides an overview of geographic concentration and related 
vulnerability among critical infrastructures in the United States. The report illustrates 
the nature of such geographic concentration and how it may expose infrastructures 
to catastrophic failure due to geographic hazards. It identifies several long-term 
forces which have contributed to infrastructure concentration. These forces include 
resource location, agglomeration economies, scale economies, community 
preferences, and capital efficiency. It reviews several ways in which the federal 
government has also influenced critical infrastructure, such as prescriptive siting, 
economic incentives, environmental regulation, and economic regulation. The report 
concludes with options to address geographic vulnerability in the context of current 
federal infrastructure policy. 

Scope and Limitations 

This report focuses on “nationally” critical infrastructure and related federal 
policies. While many of the infrastructure and policy issues addressed in this report 
may also apply at the state and local levels, the report discusses them only in the 
context of federal activities. This report also discusses a number of specific 
geographic hazards to critical infrastructure in the context of a broader federal policy 
discussion. The report does not attempt to quantify the likelihood of any particular 
hazard occurring in any particular location, or the degree of vulnerability of any 
particular infrastructure concentration to geographic hazards. Such projections are 
available elsewhere 3 and are beyond the scope of this analysis. 



2 For further discussions, see CRS Report RL33404, Offshore Oil and Gas Development: 
Legal Framework , by Adam Vann, and CRS Report RL33493, Outer Continental Shelf: 
Debate Over Oil and Gas Leasing and Revenue Sharing, by Marc Humphries. 

3 See, for example: Risk Management Solutions, Inc., “Catastrophic Risk in the United 
States,” cited in U.S. Government Accountability Office, Natural Disasters: Public Policy 
Options for Changing the Federal Role in Natural Catastrophe Insurance, GAO-08-7, 
November 2007, p. 9. 




